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Updated Business Associates Web Form
The Business Associates Web Form has been revised. These changes will help expedite requests for new business associate
agreements. If you have already completed the form, it is not necessary to submit again. Completion of the Business
Associates Web Form is required when a department is going to do business with any vendor that will be using or accessing
our University protected health information (PHI) to perform a service on our behalf.
Many such agreements are already on file. To determine if a vendor is currently a business associate, please contact Medical
Purchasing at 305-243-2177 or the Office of HIPAA Privacy & Security at 305-243-5000.

Related Links



Frequently Asked Questions

Business Associates Web Form: http://www.med.miami.edu/hipaa/public/x243.xml
More on Business Associates: http://www.med.miami.edu/hipaa/public/x442.xml

Important Subpoena Tip

Q: If a patient states that they believe
someone is using their personal or
medical information or that they are a
victim of identity theft, how should I
respond?

If you are asked to release protected health information based on a subpoena, remember
that all subpoenas must be HIPAA-compliant before any PHI is released. Please refer to
the Subpoena Quick Reference Guide to make certain before proceeding with the release.
Remember: By law and policy, we are required to account for Disclosure using Attachment
45 for all information released in response to a subpoena.

A: Any communication regarding
identity theft should be transferred to
the Office of HIPAA Privacy &
Security (OHPS) or the patient should
be provided the phone number, 305243-5000.

Related Links

Q: What do I do if correspondence is
received from the Department of
Health and Human Services?




Subpoena Quick Reference :
https://www.med.miami.edu/hipaa/private/documents/Subpoena Quick Reference.pdf
Attachment 45 — Accounting for Disclosure:
https://www.med.miami.edu/hipaa/private/documents/D3900048E.pdf

Releasing & Requesting Records for Treatment
The HIPAA Privacy Rule permits physicians to disclose protected health information to
another healthcare provider for treatment purposes without patient authorization.

A: Forward the correspondence to
OHPS and contact our office
immediately at 305-243-5000.

Have a Question?
hipaaprivacy@med.miami.edu
Prior newsletters available online
http://www.med.miami.edu/hipaa

For example, if a provider from Mercy or Baptist Health System is requesting records
for treatment purposes, the request must be submitted in writing, on letterhead. Once
the request is received and we have gathered the records, we can send records by fax or by mail.

If records are sent by fax, notify the recipient to expect the fax. Staff must use the prescribed cover sheet whenever faxing
health or other sensitive information. To request records from outside providers, use the Provider to Provider Release for
Treatment form. If you have issues obtaining the records, contact our office for assistance at 305-243-5000.

Related Links



Fax Cover Sheet:
https://www.med.miami.edu/hipaa/private/documents/um_hipaa_fax_cover3.doc
Provider to Provider Release of Information for Treatment Purposes:
https://www.med.miami.edu/hipaa/private/documents/pprtp.pdf
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Mandatory Email Disclaimer
All workforce members are required to insert email disclaimer language in their signature for all messages containing protected
health information (PHI) or other sensitive information.
Information sent via regular email has no guarantee of confidentiality. Use an encryption mechanism when there is an
unavoidable need to send email containing PHI. Never send highly sensitive information including HIV, psychotherapy, and
other diagnosis information via unencrypted email. Detailed instructions and exact wording are available on our website.

Related Links



Email Disclaimer Language & Instructions: https://www.med.miami.edu/hipaa/private/x83.xml
Medical IT Technology Update — Email Encryption, Phase 2: http://it.med.miami.edu/x2349.xml

New Red Flags Rule Combats Identity Theft
The Federal Trade Commission (FTC) issued a set of regulations, known as the Red Flags Rule, requiring that certain entities,
including healthcare providers, develop and implement written identity theft prevention and detection programs to protect
consumers. Originally scheduled for a November 1, 2008, compliance date, the FTC has delayed enforcement until June 1,
2010.
The purpose of this rule is to combat the rising incidence of ID theft coupled with the corresponding increase in well-publicized
data breaches of personally identifiable information (PII).
Identity theft is the criminal use of someone else's PII to commit fraud or other crimes. Your informational fingerprint — data
such as your Social Security number, credit card number, insurance policy number, and other valuable information — could be
used by someone else to profit at your expense.
Of particular concern in a healthcare setting is medical identity theft, a criminal act that occurs when a person uses someone
else's personal information, such as name and insurance card number, to obtain or make false claims for medical services or
goods. Unlike financial ID theft, medical ID theft can harm victims by creating false entries in their medical records at hospitals,
doctors' offices, insurance companies, and pharmacies.
The term "Red Flag" refers to a pattern, practice, or specific account activity that indicates the possibility of identity theft. The
FTC has specifically identified the following as red flags:





alerts, notifications, or warnings from a consumer reporting agency
suspicious documents/PII, such as inconsistent addresses, non-existing Social Security number, unusual use of or
suspicious activity relating to a patient account
notices of possible identity theft from patients, victims, or law enforcement

New Rules Require Notification of Healthcare Breaches
Two new rules were created requiring healthcare organizations and other entities that interact with personal health records to
issue notifications in the event of a data breach. Both rules were created as part of the American Recovery and Reinvestment
Act of 2009 (ARRA).
An interim final rule, issued by the U.S. Department of Health and Human Services (HHS), requires healthcare organizations
subject to HIPAA regulations to notify individuals whose information has been breached, when the breach affects more than
500 individuals. Breaches affecting fewer than 500 individuals must be reported to HHS annually. The rule also applies to
business associates of healthcare organizations.
"This new federal law ensures that covered entities and business associates are accountable to the Department and to
individuals for proper safeguarding of the private information entrusted to their care," Robinsue Frohboese, acting director and
principal deputy director of the HHS Office for Civil Rights, said in a statement. "These protections will be a cornerstone of
maintaining consumer trust as we move forward with meaningful use of electronic health records and electronic exchange of
health information." Learn more.

Related Links


SC Magazine — Health care breach notification mandated:
http://www.scmagazineus.com/health-care-breach-notification-mandated/article/146976
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All I Need to Steal Your Identity, I Learned from Facebook & MySpace
It's easy to join social networking sites like Facebook and MySpace. A friend or coworker might have already sent you an invitation.
However, with the good also comes the bad. The popularity of social networking sites have made them objects of increasing attention
from hackers and spammers. Remember that any information you post may be completely public and available to individuals who are
most definitely not your friends. While the level of personal information you choose to share is your choice, posting of any sensitive
work-related information is a definite no-no.

Related Links


Security Awareness Tip: http://www.med.miami.edu/hipaa/public/x430.xml

Privacy & Security News
Houston Hospital Workers Fired for HIPAA Violations

Sixteen employees were fired from the Harris County Hospital District in Houston, Texas, for alleged violations of patient
privacy laws. The incident involved the records of a first-year resident of the Baylor College of Medicine. The fired employees
included managers, nurses, clerks, and other employees. A county employee who requested anonymity said hospital
administrators told him at least a dozen employees not involved in the resident's care also looked at her records. "[T]he district
wants to draw a hard line against any violations of the law in order to discourage the federal Office of Civil Rights from
imposing large civil or criminal financial penalties," said Stacey Tovino, a professor of health law at Drake University.

Personal and Medical Information Breach — 1.5 million records

Health Net, one of the nation's largest publicly traded managed healthcare companies, confirmed that 1.5 million patients'
records with medical claims and other data — spanning seven years — were included on a missing computer hard drive. The
hard drive also included physician billing details such as tax ID numbers and patient diagnosis information. The insurer spent
six months doing a forensic investigation to determine what data was on the drive before reporting the incident to the
Connecticut attorney general and Insurance Department. Connecticut Attorney General Richard Blumenthal told the Hartford
Courant, "The severity and scope of this breach is unprecedented in Connecticut, if not the country."

University of California San Diego’s Moores Cancer Center Hit by a Hacker

On July 9, 2009, the University of California San Diego's (UCSD) Moores Cancer Center sent a letter to 30,000 patients, after a
hacker breached its computers and gained access to patients' personal information. The computer servers were compromised
on June 26 and contained information including patients' names, dates of birth, medical record numbers, and diagnosis and
treatment dates back to 2004. The majority of the patients' information did not include Social Security numbers. Ms. DeAnn
Marshall, UCSD Health Sciences' chief of marketing and communications officer stated that there is no evidence that any of
the information has actually been viewed or used. Patients' medical records, which are stored in separate servers, were not
breached, according to the cancer center. Authorities have been notified and an investigation is under way.

Federal Trade Commission Settles Latest Charges Against ChoicePoint

ChoicePoint, one of the largest data brokers, agreed to strengthen security to settle FTC charges that it failed to implement a
comprehensive information security program protecting consumers' information, required by a previous court order. This failure
left the door open to a data breach that compromised the personal information of 13,750 people and put them at risk of ID theft.
According to the FTC, in April 2008, ChoicePoint turned off a key electronic security tool used to monitor access to one of its
databases, and for four months failed to detect that the security tool was off. During that time, an unknown person conducted
unauthorized searches of the company's database containing sensitive consumer information, which included Social Security
numbers. The searches continued for 30 days. Once the breach was discovered, ChoicePoint informed the FTC of the issue.
ChoicePoint has agreed to expand its data security assessment and reporting duties and is required to pay $275,000.

Annual Study Reveals Data Breach Costs Keep Climbing

Data breaches cost healthcare organizations $282 per exposed record in 2008, according to a study released by the Ponemon
Institute, a research organization devoted to privacy and data protection policy. The study, which examined the repercussions
felt by companies that suffered breaches last year, also revealed that lost business made up nearly 70% of data breach costs.
Healthcare organizations were the most susceptible to customer attrition following a data loss incident, experiencing churn
rates — defined as the rate by which customers cease doing business with the breached firm — of 6.5%.

Related Links






Fired Employees @ The Houston Chronicle: http://www.chron.com/disp/story.mpl/hotstories/6738856.html
Information Breach @ Hartford Courant: http://www.courant.com/business/hc-healthnet1120.artnov20,0,1908752.story
Moores Center @ HealthImaging.com:
http://www.healthimaging.com/index.php?option=com_articles&view=article&id=18095:ucsd-cancer-center-hit-by-hacker
ChoicePoint @ DataBreaches.net: http://www.databreaches.net/?p=7870
Data Breach Cost @ Bank Info Security: http://www.bankinfosecurity.com/articles.php?art_id=1188
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